Enrol for Multi-Factor Authentication (MFA) in Microsoft My Sign-Ins
for SSPR (Self Service Password Reset)

e The requirements for this scenario are your Laptop, Mobile Phone and the Microsoft
Authenticator App.

1. Go to https://mysignins.microsoft.com/ on your Laptop

Enter your Woodside Email address and click on Next, enter your password in the password
field, and click on Sign in.

B® Microsoft

Signin
mail address, phone number or Skype )

No account? Create one!
Can't access your account?

Sign-in options

«’Woodside

Sign in with your organizational account

xinyao.zheng@woodside.com.au
Fassword
.

3. Click on Next to set up Security methods.

¥ Woodside

xinyao.zheng@woodside.com.au

& More information required >

Your organisation needs more information to keep

your account secure

For additional instructions please refer to
https://gomobile.woodside

Use a different account

Learn more


https://mysignins.microsoft.com/

You will be prompted to set up your 2 security methods.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 10of 2: App

7] 2

App Phone

Microsoft Authenticator

9

Start by getting the app

On your phone, install the Microsoft Authenticator &
Once you've installed the Microsoft Authenticator app on your device, choose “"Next".
I want to use a different authenticator app

Next

| want to set up a different method Skip setup

e Step 1: Set up Microsoft Authenticator app on your phone
a) On your mobile phone, install the Microsoft Authenticator app: Depending on your
mobile device, open the App store (iPhone) /Play store (Android) and search for
'Microsoft Authenticator', and install on your mobile device.
b) Open the Microsoft Authenticator app and follow the on-screen prompts.

e If prompted, tap 'Allow Notifications'.
¢) Then Add account - Select the option 'Work or School account’, your phone will open

the camera.

wil vodafone AU & 10:34

Accounts

@ 9 97%
4+ WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Ready to add your @rk or school account >

first account?

=

« Add account

Already have a backup?

ﬂ Other (Google, Facebook, etc.)

- phone

Sign in to your recovery account.

Begin recovery



d) The following screen on your laptop will show a QR code, use your Authenticator app
to scan the QR code, choose Next

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 10of 2: App

/] :

App Phone

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app to your account.

Once you've scanned the QR code, choose “Next”.

Can't scan image?

Back@
- laptop

e) You will be prompted to ‘Approve Sign-in’ — Tap on Approve on your phone

Approve sign-in?
Woodside Energy Ltd.
xinyao.zheng@woodside.com.au

- phone

Step 2: Add Phone into your Security methods
v" From the Country list, choose the relevant country code, e.g. (Australia +61)
v Enter your Phone number and click on Next.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are

Method 2 of 2: Phone

A|‘:p Phone

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone

What phone number would you like to use?
Australia (+61) v Enter phone number

@ Text me a code

O Call me

Message and data rates may apply.

Next

| want to set up a different method Skip setup

- laptop



v" You will receive a text message to your mobile phone with a 6-digit code

< SmsVerify Delete

Thursday, 16 January 2020

Q 563610 2
gse s code for Microsoft verification .55,
- phone

v" Enter this verification code where prompted on your laptop.

Phone

We just sent a 6-digit code to +61 xxxxxxxxx Enter the code
below.

< 200X >

Resend code

Back
- laptop

4. Click on Done

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 2 of 2: Done

App Phone

Success!

Well done. You have successfully set up your security info. Choose “Done” to continue signing in.

Default sign-in method:

% Phone
+61 452449512

A
@ Microsoft Authenticator

- laptop

5. Optional: You can also navigate to Security info on your laptop, and add a third security
method which is Email
e Click on Security info.

2 Overview

@curity info >

E=A Organisations

L0 Devices

B Privacy



You will be prompted to Approve sign-in on the Authenticator App. Click on Approve.

¥ Woodside

XXX oodside.com.au
< Approve sign-in request >
@ We've sent a notification to your mobile device.

Please open the Microsoft Authenticator app to
respond.

Mere information

Approve sign-in?
Woodside Energy Ltd.
xinyao.zheng@woodside.com.au

For additional instructions please refer to !
https://gomobile.woodside Approve

Cancel -

- laptop -phone

You will then be granted access to ‘Security Info’. Click on + Add method

Security info

These are the methods you use to sign in to your account or reset your password.

Default sign-in method: Microsoft Authenticator — notification

-+ Add method

QD Phone +61452449512 Change Delete

@  Microsoft Authenticator FPLEE s iPhone Delete

- laptop

Choose Email from the dropdown list

Add a method

Email > v ‘

Enter your Personal Email Address (e.g. joebloggs@gmail.com)

Email

What email address would you like to use?

@gmail.con“
—

Cancel Next


mailto:joebloggs@gmail.com

e A verification code will be sent to your personal email account. . -

Woodside Energy Ltd. account
Email email verification code » o

m Microsoft on behalf of W... z10pm

tome v

; : “
We just sent a code to @gmail.com

Resend code Verify your email address

Thanks for verifying

Your code is: 339637

le.com.au account!

Back

Sincerely,

Woodside Energy Ltd.

¥ Woodside

not reply fo

e Enter the verification code in the relevant field as shown below.

Ema

.._-i | i cont a code to @gmail.com
Resend code

e From the image below, you can see that we have set up 3 security methods.

Security info

These are the methods you use to sign in to your account or reset your password.

Default sign-in method: Microsoft Authenticator — notification

~+ Add method

Qﬁ Phone +61 Change Delete
@  Microsoft Authenticator SM-N960F Delete
= Email @gmail.com Change Delete

Congratulations! You have finished the Microsoft My Sign-Ins setting and secured your
account.



